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 According to the World Health Organization, cancer is projected to be among 
the main causes of death worldwide in 2020, accounting for roughly 10 million 
fatalities. Globally, different cancers claim the most lives, including cervical, 
endometrial, lung, breast, stomach, rectum, and colon cancers. Several factors, 
ranging from the type of diet to the type of virus infection, might increase the 
risk of developing cancer. With proper treatment, cancer is highly likely to be 
cured. Hence, early discovery of cancer can help to minimize the number of 
lives lost to cancer each year. The advancement of microarray technology has 
made it possible to collect a lot of information on the genes expressed 
differently in malignant cells. This sheer volume of data, computational tools, 
and databases must be used to store, process, and extract useful information 
from the data gathered, such as new biomarkers for cancer detection. Hence 
necessitates the use of bioinformatics tools to accomplish this task. 
Bioinformatics is paramount in enhancing cancer diagnosis by finding 
biomarkers that may be used to diagnose cancer. Moreover, bioinformatics aids 
in the discovery of shared biomarkers and differentially expressed genes, as 
well as candidate drug agents in various cancer types, boosting the cancer 
diagnosis process. 
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1. INTRODUCTION 

The unregulated or uncontrolled spread of abnormal (tumor or malignant) cells originating from cells 
of a particular organ across the body is known as cancer. Cancer is brought on by substances like chemical 
carcinogens that cause DNA mutations, periodic injury, ionizing radiation like ultraviolet radiation, hormones 
that promote uncontrollable cell growth, genetic abnormalities, immunological dysfunction, and viruses like the 
human papillomavirus, hepatitis B, and hepatitis C [1,2]. Despite considerable advancements in its diagnosis, 
cancer remains a commonly lethal disease in humans (the second-leading cause of death). It has become a 
significant threat to humankind due to its rapid growth rate and genetics [3]. Colon, cervical, breast, ovarian, 
gastric, pancreatic, esophageal, oral, bladder, lung, lymphoma, leukemia, testicular, melanoma, glioma, prostate, 
and hepatoma cancer are some forms of cancer [4]. One of the most frequent gynecological cancers is cervical 
cancer, related to intensive sexual activity with numerous partners, infrequent condom usage, and 
immunosuppression [5]. Pancreatic cancer is a widespread malignant tumor of the digestive tract with a high 
degree of resistance and a miserable prognosis [6]. Combining computational and non-computational techniques 
is used in cancer diagnosis [7–14].  

Microarray technology has been successfully applied for over a decade in oncology, tumor 
categorization, and diagnosis. Its widespread adoption results from the shortcomings of conventional cancer 
biomarker study methods, which are costly and time-consuming. Microarrays are significantly progressing due 
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to their compact volume and may be used to research a small number of biomarkers or to rapidly scan a huge 
number of biomarkers.. Moreover, microarray technology makes it possible to examine a cell's condition at the 
molecular level and recognize a certain cell species based on its gene expression profile. Bioinformatics 
techniques are required due to the large amount of data produced by microarray techniques that must be 
analyzed through computational schemes [5–7,14–17]. Computer technology and biomedical study are 
combined in the multidisciplinary field of bioinformatics [6,15–19]. To interpret and analyze data on a large 
scale, it entails designing tools, processing data, and creating databases. The mentioned biomarkers are validated 
using a heat map based on the co-regulation scores utilizing a co-expression network analysis. Protein-Protein 
Interactions (PPI) are employed to locate the disease-causing hub genes [3,18–20]. Protein three-dimensional 
(3D) structures are essential in human biology and bioscience fields like protein function prediction and 
therapeutic development [21]. 

This area of bioinformatics has rapidly developed while maintaining up with the increase of genome 
sequences, emphasizing on therapeutic diagnostics, notably cancer, which is one of the main reasons for 
mortality globally [22]. The cancer study and diagnosis are being aided by the use of bioinformatics tools like 
web technology, Gene Expression Profiling Interactive Analysis (GEPIA), Cytoscape, and databases like the 
National Center for Biotechnology Information (NCBI), Kyoto Encyclopedia of Genes and Genomes (KEGG), 
gene omnibus (GEO) databases, Surveillance, Epidemiology, and End Results (SEER) database. It is employed 
to identify numerous cancer types, such as cervical cancer (CC), hepatocellular carcinoma (HCC), colorectal 
cancer (CRC), pancreatic cancer (PC), breast cancer (BC), lung cancer (LC), etc. Because of this, cancer may 
now be diagnosed, identified, and prevented quickly. As a result, bioinformatics technology has changed the 
efficient solution [22].  
 
2. BIOINFORMATICS DATABASES AND TOOLS USED IN CANCER 

DIAGNOSIS AND THERAPIES 
Before using bioinformatics techniques, it is crucial to gather pertinent data related to the field of 

research. The procedure for gaining this data is known as data mining. Massive volumes of data are analyzed 
using data mining to find patterns, correlations, & unknowns. This is crucial for procedures like gene discovery, 
protein function domain and motif recognition, disease diagnosis and prognosis, reconstruction of gene and 
protein interaction networks, prediction of protein subcellular placement, and data cleansing [23] [5]. The 
platform used in the data mining process is called Oncomine. Oncomine is a database and integrated mining 
platform for cancer microarrays that systematically curates, examines, and makes all publicly accessible cancer 
microarray data available [23]. 

 
2.1.The Gene Omnibus (GEO) Database 

The GEO database is a public asset that stores and makes accessible high-throughput gene expression data as 
well as other functional genomics data. The GEO expands to include new data applications as a result of the rapid 
technological progress, including the study of genome-protein interaction and gene regulation, in addition to 
studies on gene expression [24]. The database provides users with access to information from thousands of 
research and offers them with many web-based data analysis resources. With the help of GEO 
(http://www.ncbi.nlm.nih.gov/geo/), individuals may view and examine data relevant to their interests while 
receiving thorough descriptions [25]. 
 
2.2.The Cancer Genome Atlas (TCGA) 

The Cancer Genome Atlas (TCGA) is considered to be among the most comprehensive and successful 
genomic data studies. The database initiative has created, evaluated, and publicly released genomic sequence, copy number 
variation (CNV), expression, and methylation,  data on more than 11,000 individuals from more than 30 distinct forms of cancer 
[26]. TCGA was a joint effort of the National Human Genome Research Institute (NHGRI) and the National 
Cancer Institute (NCI) [26]. TCGA is a systematic and well-organized initiative to employ genomic analysis 
tools, namely large-scale genome sequencing, to improve our comprehension of the molecular causes of cancer. 

 
2.3.The Human Protein Atlas (HPA) 

The Human Protein Atlas (HPA) is a Swedish-based database that was introduced in 2003 to map all the 
human proteins in organs, cells, and tissues by integrating different omics tools, including mass spectrometry based 
transcriptomics, proteomics, systems biology, and antibody based imaging. The HPA is divided into three sub-
atlases: the Cell Atlas, Pathology Atlas, and Tissue Atlas [27]. The algorithm uses sensitive and highly specific 
antibodies to offer a precise assessment of protein expression. The HPA puts all of its antibodies through a 
stringent validation process that includes immunohistochemical staining, immunofluorescence testing, and 
western blot analysis on a selection of carefully chosen sample materials. 
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3. BIOINFORMATICS TOOLS USED IN CANCER DIAGNOSIS AND THERAPIES 
3.1.Identification of differentially expressed genes 

Gene expression (GE) is the procedure through which information from a gene is used to synthesize a 
functional gene product, which might be a protein. Suppose the difference is statistically significant in the read 
counts of two experimental conditions or a change in the gene expression levels. In that case, that gene is said to 
be a differentially expressed gene (DEG). To detect DEGs between two circumstances, it is essential to identify 
statistical distributional features of the data to approximate the nature of differential genes (DGs). Recently, 
many schemes have been developed to identify DEGs from RNA-seq data. Among them, edgeR [28], edgeR 
(robust) [29], DESeq [30], DESeq2 [31], NBPSeq[32], EBSeq [33], and baySeq [34] have been widely used 
with their individual R packages. 

 
3.2.Protein-Protein Interaction (PPI) Network Analysis 

Several biological functions, including cell-to-cell interactions, as well as the regulation of metabolism 
and development, are handled by protein-protein interactions (PPIs) [35]. PPIs are becoming one of the crucial 
steps of system biology, and the PPI network of DEGs is identified through the STRING online database 
(https://string-db.org/) [36]. The PPI network's quality is improved using the Cytoscape program [37]. To 
choose the Hub Genes (HubGs) from the PPI network, one must utilize the Cytoscape plugin cytoHubba 
[37,38]. The most significant modules from the PPIs networks are detected using the Molecular Complex 
Detection (MCODE) plugin of the Cytoscape program (http://apps.cytoscape.org/apps/mcode). By MCODE 
clustering, highly interconnected areas are discovered, assisting the study in efficient drug development [39].  

 
3.3.Regulatory Network Analysis (NetworkAnalyst) 

A gene regulatory network is an assemblage of regulatory interactions among transcription factors 
(TFs) and TF binding sites of particular mRNA to direct certain expression levels of mRNA and their resulting 
proteins [40]. So, the TFs–hub Genes and miRNAs–hub Genes interaction network analysis is important to 
explore key transcriptional regulatory TFs and miRNAs of potential biomarkers by using the NetworkAnalyst 
web server [41]. 

 
3.4.The Database for Annotation, Visualization, and Integrated Discovery (DAVID) 

The functional bioinformatics tool employs a variety of algorithms to condense a huge number of genes 
with related biological concepts into well-ordered, relevant groups or biological modules [42]. The program is 
frequently used for intricate biological tasks like connecting gene-disease associations, identifying enriched 
biological themes, particularly GO terms, discovering functionally related gene groups, clustering redundant 
annotation terms, listing interacting proteins, and visualizing genes using Bio Carta and KEGG pathway maps. It 
primarily utilizes four data analysis modules: (i) GO charts, which show how genes are represented in terms of 
biological processes (BPs) as well as cellular components (CCs) and molecular functions (MFs); (ii) Domain 
Charts, which show how differentially expressed genes (DEGs) are distributed over gene families members; (iii) 
The annotation tool, which autonomously adds comments to gene lists; and (iv) KEGG Charts, which show the 
DEGs among KEGG biological pathways [43]. 

 
3.5. Surveillance, Epidemiology, and End Results Program (SEER) 

This program, launched in January 1973, proposes assembly data on cancer diagnosis, treatment, and 
trends for over 30% of the American (U.S.) population [44]. The program tracks the different cancer types and 
variations in survival by age, ethnicity, and stage at diagnosis. Over a thousand researchers, doctors, and 
lawmakers have used the program to study and interpret the variations and development of cancer in the U.S., 
turning cancer data into discoveries (NCI, 2018). The SEER program has shown to be a very useful instrument 
for observing molecular subtyping data and histopathologic cancer subtypes. The SEER database and tools have 
been used in bioinformatics studies to analyze and evaluate early deaths, survival rates, and prognostic survival 
factors, observe cancer patterns, and enhance overall results. 

 
3.6.Gene Ontology (GO) 

This extensive bioinformatics source offers details on how functional genomics can be used to describe 
biological knowledge. This collaborative effort is accessible at (http://www.geneontology.org). Three 
categories—molecular function, cell component, and biological process are used to define biological knowledge. 
The functions carried out by gene products at the molecular level, such as transfer and catalysis, are referred to as 
molecular functions. The GO details the activities of the gene products rather than describing the intricate 
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structures where the activities occur. Information on the cellular compartment or steady macromolecular 
complexes, which are the places where the gene products carry out their functions, is provided by the components 
of the cell. This is the cellular structure, to put it another way. The more extensive biological processes are those 
that involve numerous molecular actions. Transmembrane transfer of glucose, as an illustration [45]. The GO 
could also be combined with the KEGG path like in [46], which discovered this conjunction to analyze the 
cancer-related long non-coding RNAs.  

 
3.7.Gene Expression Profiling Iterative Analysis (GEPIA) 

The GEPIA is a popular online database for profiling cancer and normal gene expression  [47]. With 
just a few clicks, biologists and clinicians can complete comprehensive and complicated data mining chores 
using this web server, facilitating data mining for research projects, academic discussions, and the development 
of cancer treatments. GEPIA offers a tool for resolving bulk RNA datasets in the TCGA and Genotype-Tissue 
Expression (GTEx) projects to study expression profiles across cancer and healthy patient groups. This is 
accomplished using various methods, including examining the cell type and the traits of various cancer cell types [48]. 
It offers a better comprehension of gene functions and opens up new possibilities for data mining in cancer 
studies. You can access the website at http://gepia.cancer-pku.cn/. 

 
3.8.The University of Alabama Cancer Database (UALCAN) 

A complete, user-friendly, and interactive online tool for studying cancer omics data is the UALCAN database 
[49]. It is a combined data-mining tool that makes it easier to analyze the entire cancer transcriptome. Using patient 
clinical data from 33 distinct cancer types and TCGA RNA-sequencing, UALCAN also incorporates many metastatic 
tumors. The relative expression study of a query gene or genes in tumor and normal samples is made easier by 
UALCAN. Also, it lists the top genes that are over- and under-expressed in various cancers. Through UALCAN, one 
can examine or confirm the pan-cancer expression pattern of numerous user-defined genes. As a result, it functions as 
a one-stop-shop by making easy access to outside resources like Gene Cards, the Human Protein Reference 
Database, PubMed, Target Scan, and Human Protein Atlas that are used to research protein expression in different 
cancers. UALCAN makes it simple for users to find publicly accessible cancer OMICS data, spot biomarkers, conduct 
in silico gene validation on potential genes of interest, and provide graphs and plots showing patient survival data and 
expression profile information.  

 
3.9.Molecular Docking 

Molecular interactions, including enzyme-substrate, drug-nucleic acid,  protein-nucleic acid, protein-
protein, and drug-protein, play key roles in several crucial biological processes, like cell regulation, transport, 
antibody-antigen recognition, signal transduction, enzyme inhibition, gene expression control, and even the 
assembly of multi-domain target proteins [50–52]. When these interactions occur, stable protein-ligand or 
protein-protein complexes are frequently formed, crucial for the involved proteins' biological functions. The 3D 
structure of a protein is essential to understand the binding mechanism and affinities among the interacting 
molecules. However, using experimental techniques like X-ray crystallography or NMR to produce complex 
structures is frequently challenging and costly [51]. Consequently, molecular docking is crucial for 
comprehending protein-ligand or protein-protein interactions [53–55]. Molecular docking is a broadly utilized 
computer simulation process to compute the conformation of a protein-ligand complex.  

To evaluate and explain protein-ligand or protein-protein interactions, a wide variety of algorithms are 
available, and their number is continually improving. In molecular docking procedures, precision and speed are 
essential for achieving good outcomes. Many methods share common methodologies with new enhancements 
designed to produce a quick method with the highest level of accuracy. The most common molecular docking 
platforms are Glide [56], DOCK [57], ICM [58], FlexX [59], DockVision [60], AutoDock-vina [61], and 
AutoDock [62], etc. 

 
4. Molecular Dynamics Simulations 

Molecular dynamics (MD) is an intelligent computing approach that permits us to simulate the 
interactions of molecules and atoms of a scheme over a certain time by solving classical equations of motion. In 
biological sciences, MD simulations are often utilized to understand the molecular dynamics of protein and 
ligand-protein complexes to study the molecular mechanisms of action and their basic processes. The wide 
range of MD simulation allows us to examine a protein's structural flexibility and stability to study its native 
conformational space or study perturbations induced by allosteric inducers, changes in potential, native ligands, 
etc. It can offer a dynamic view of the binding procedure and an understanding of the function of protein regions 
[63,64]. It also reveals how a protein interacts with its environment, including binding partners, localization, etc. 
[65]. Some of the more popular MD simulation methods are AMBER [66], GROMACS [67], CHARMM [68], 
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NAMD [69], and YASARA [70], etc. For visualization aims, some standard software is UCSF Chimera [71], 
visual molecular dynamics (VMD) [72], PyMOL [73], Rasmol [74], and Discovery Studio Visualizer [75], etc. 
For analysis of numerical and mathematical data, some common software is SciDAVis 
(https://scidavis.sourceforge.net/), xmgrace (https://plasma-gate.weizmann.ac.il/Grace/), Gnuplot 
(http://www.gnuplot.info/), R [76], Origin (https://www.originlab.com/) or even Excel. 

 
5. Case studies on the use of bioinformatics databases  and tools for cancer diagnosis 

The diagnostic procedure for many cancer kinds has been greatly enhanced due to the presented 
bioinformatics tools and databases. Three case studies were examined for comprehending how the bioinformatics 
tools and databases provided have enhanced the cancer detection process. The examined case studies focused on 
increasing the accuracy of cancer diagnoses for three of the most prevalent cancer types, including pancreatic, 
breast, and cervical cancer. 

 

5.1.Cervical Cancer 
The symptoms of cervical cancer (CC), a form of malignancy that develops from the cervix (lower 

portion of the uterus), include vaginal discharge and irregular bleeding, pelvic discomfort, and pain during 
sexual activity [77]. According to reports, human papillomavirus (HPV) infection nearly always results in CC 
[78]. CC is now ranked as the 2nd  most frequent malignancy in women in middle- and low-income countries 
(MLICs) and the 4th  most common kind of cancer in women, with a high death rate globally [79,80]. Around 
569,847 new CC cases with 311,365 fatalities are reported each year, according to the 2018 Globocan data [80]. 
In the US, CC affects 14,065 female patients annually, resulting in 5266 fatalities [81]. Around 84–90% of these 
fatalities occurred in MLICs, including South Africa [82]. Nevertheless, various novel gene properties and 
signal pathways that may be utilized to identify cervical cancer have been found by using high-throughput 
sequencing skills and bioinformatics techniques to evaluate the data obtained. So, by detecting cell diseases at 
an early stage using gene features and signal pathways, illness diagnosis, prognosis, and recurrence may all be 
enhanced [83]. 

Our earlier study used many well-known bioinformatics techniques to identify candidate genes, 
emphasizing their regulatory elements and the dysregulated molecular activities and pathways that were in 
charge of the development of CC [3,5]. Using the GPEA database to evaluate their distinct patterns of 
expression between CC and normal samples, studied find out four candidate genes (CDK1, AURKA, TOP2A, 
and CHEK1) as the key genes (KGs). Finally identified five FDA-approved candidate medications (Docetaxel, 
Temsirolimus, vincristine, vinorelbine, and paclitaxel) based on the proposed potential genes using molecular 
docking analysis.  
 
5.2.Breast Cancer 

Being the most common disease in females and one with rising death rates in recent years, breast 
cancer (BC) is a major topic for biomedical research. The significance of early detection and treatment for 
breast cancer cannot be overstated. Biopsy, Magnetic resonance imaging (MRI), positron emission tomography 
(PET), mammography, and ultrasound, are all used to diagnose breast cancer, but they are costly, insensitive, 
and time-consuming. By identifying BC biomarkers for early detection and, subsequently breast cancer 
diagnosis, bioinformatics offers a faster and more effective method [9]. 

By bioinformatics tools, our earlier research revealed 13 DEGs (IRF9, AKR1C1, ANGPT1, OAS1, 
SLCO2A1, OAS3, NQO1, FN1, TP53INP1, HPGD, BCL11A, and ATF6B) as the potential genes that cause BC 
[9]. The KEGG pathway enrichment analysis and the GO terms (BPs, MFs, and CCs) study both identified 
certain key GO functions from each of the BPs, MFs, and CCs that DEGs, including potential genes, 
considerably enrich. This research also identified seven small molecules as the top-ranked potential medications 
for treating BC: nilotinib, NVP-BHG712, AP-24534, GSK2126458, TG-02, YM201636, and CX-5461. 
 
5.3.Hepatocellular Carcinoma 

Hepatocellular carcinoma (HCC), a kind of primary liver cancer, is the third leading cause of cancer-
related death globally, with a substantially greater mortality rate than its incidence[79]. In Southeast Asia and 
Africa, where the hepatitis B virus is endemic, HCC mortality and incidence rates are high[84,85]. In contrast, 
except for Thailand, the incidence of HCC is relatively low in Europe, Australia, North America, and most 
Asian countries[86,87]. Over the last decade, there has been a slight improvement in systemic treatment for 
HCC. Despite significant advancements in HCC treatment, such as liver transplantation, interventional therapy, 
and radical surgical resection[88–90], global long-term HCC survival rates remain low. 
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Our previous study discovered ten potential genes (CDKN3, TK1, NCAPG, CDCA5, RACGAP1, 
AURKA, PRC1, UBE2T, MELK, and ASPM) for HCC [12]. The DEG-set enrichment analysis with the GO-
terms and KEGG pathways revealed HCC-related few crucial molecular functions, biological processes, and 
signaling pathways. This study also identified three candidate drug agents (Dactinomycin, Vincristine, and 
Sirolimus) for the treatment of HCC through molecular docking analysis. 

 
5.4.Pancreatic Cancer 

Cancer that arises in the pancreas is known as pancreatic cancer (PC). It is one of the crucial obstacles 
in deaths related to cancer globally[91–93]. In both sexes, PC occurrence and mortality rate increase with age, 
and it is usually diagnosed in people over 70 [94]. At most, 10% of PC cases live more than 5 years. 

Our previous study identified the top-ranked eight key genes/proteins (ADAM10, COL1A1, COL1A2, 
COL3A1, FBN1, FN1, LAMC1, and P4HB) as genomic biomarkers through PPI network analysis [6]. The top-
ranked 5 TFs proteins (FOXC1, FOXL1, YY1, STAT1, STAT3) and 5 miRNAs (hsa-mir-29c-3p, hsa-mir-29b-
3p, hsa-mir-6752-5p, hsa-mir-6842-5p, hsa-mir-7110-5p) were identified using the GRN analysis. Furthermore, 
this study selected the top-rated six candidate drugs (Linsitinib, NVP-BHG712, Timosaponin A-III,  Irinotecan, 
CX5461, and Olaparib) for the treatment against PC based on molecular docking and dynamic simulation 
analysis. 

 
5.5.Gastric Cancer 

One of the most prevalent malignant tumors and the third biggest cause of cancer-related death worldwide 
is gastric cancer (GC) [95]. Despite having access to cutting-edge therapy, the prognosis for GC remains dismal, 
and the overall survival rate has not risen over 30% [96]. Clinical diagnosis and therapy development are 
hampered by the molecular heterogeneity of GC patients [97]. Using bioinformatics analysis, our earlier work 
[13] found three genes for GC patients: CDH2, COL4A1, and COL5A2. Efficacious supplementary medications 
(Everolimus, Docetaxel, Lanreotide, Venetoclax, Temsirolimus, and Nilotinib) for treating GC patients were 
also suggested in this research. 

 
5.6.Colorectal Cancer 

The second most lethal tumor globally and the third most prevalent solid malignancy is colorectal 
cancer (CRC) [79]. By 2030, there will be 2.2 million new instances of CRC and 1.1 million fatalities 
worldwide, a 60% increase in the prevalence of the disease [98]. Due to a lack of data on diagnostic biomarkers 
and the molecular basis of CRC, the number of new cases and fatalities are rising [98]. Early CRC diagnosis is 
linked to reduced morbidity and death rates and a greater survival rate than late detection. For instance, with 
CRC, early identification boosts the five-year survival rate from 11% (late detection) to 90% [99]. The top 10 
DEGs in our study— CDC20, CDKN3, CKS2,   PTTG1, CDK1, TOP2A, AURKA, MELK, TPX2, and 
MAD2L1,—were deemed to be the core genes (CGs), which were highly predictive of prognosis in CRC's early 
stages [100]. The enrichment analysis also discovered several significant GO keywords and signaling pathways 
that cause CRC. Lastly, this work used molecular docking analysis to choose seven potential medications 
(Cardidigin, Manzamine A, Staurosporine, Benzo[a]pyrene, Sitosterol, Riccardin D, Nocardiopsis sp.) for the 
therapy of CRC. 

 
6. CONCLUSION 

In summary, being the top cause of mortality worldwide, cancer research is still extremely challenging. 
Early and effective diagnosis is crucial, but non-computational procedures can be difficult since they are more 
costly, less effective, and expose patients to radiation like CT scans. Therefore, bioinformatics has emerged as a 
highly potent and revolutionary way to improve cancer diagnosis, prognosis, and therapies. It aids in the early 
cancer detection, prognosis, and treatment of several forms of cancer by utilizing a multitude of techniques and 
databases in combination with the large amounts of data provided by microarray technology. 
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